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Introduction
In recent years, there has been a significant 

increase in reliance on the Internet for 
business, government, and social interactions 
due to rapid advancements in hyper-
connectivity and mobility. While the Internet 
has become an essential infrastructure for 
modern society, it has also led to a rise in 
cyberattacks with diverse motivations and 
objectives. Preventing such attacks requires 
timely and accurate intelligence regarding 
vulnerabilities and emerging threats.

Cyber Threat Intelligence (CTI) refers 
to evidence-based knowledge that includes 
context, mechanisms, indicators, and 
actionable insights about existing or 
emerging threats. This intelligence helps 
organizations reduce uncertainty in detecting 
vulnerabilities and enables informed decision 
making for effective defense strategies. CTI 
can be obtained from both structured and 
unstructured sources. Structured sources, such 
as the Common Vulnerabilities and Exposures 
(CVE) database  However, these sources often 
lack real-time updates.

In contrast, unstructured sources such as 
blogs, forums, dark web platforms, and social 
media provide real-time and early indicators 
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of emerging threats. This type of intelligence, 
known as Open Source Intelligence (OSINT), 
plays a crucial role in identifying cyber 
threats before they are formally disclosed. 
Among various OSINT sources, Twitter has 
emerged as a highly valuable platform due 
to its real-time nature, large volume of data, 
and active participation from cybersecurity 
professionals. Security researchers, analysts, 
and even malicious actors frequently discuss 
vulnerabilities, exploits, and attack strategies 
on Twitter, making it a rich source of early 
warning signals.

However, analyzing large volumes of 
unstructured data from platforms like Twitter 
presents significant challenges. The short and 
informal nature of tweets, combined with 
high data velocity, makes manual analysis 
impractical. Therefore, automated techniques 
using Natural Language Processing (NLP) 
and Machine Learning (ML) are required to 
efficiently process, filter, and classify relevant 
information. These techniques enable the 
identification of potential threats and support 
the generation of timely alerts.

Another critical component in understanding 
cyber threats is the MITRE ATT&CK 
framework, which provides a comprehensive 
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knowledge base of adversary tactics and techniques based on 
real-world observations. It models the behavior of attackers 
across different stages of the attack lifecycle, including initial 
access, execution, persistence, and data exfiltration. By mapping 
detected threats to ATT&CK techniques, it becomes possible 
to understand the intent and behavior of attackers and develop 
appropriate mitigation strategies.

Despite advancements in threat detection, many existing 
approaches focus only on identifying or classifying cyber 
threats without providing deeper insights into their intent or 
behavior. To address this limitation, this work proposes an 
automated framework that leverages NLP and ML techniques to 
detect emerging cyber threats from Twitter data and profile them 
using the MITRE ATT&CK knowledge base. The proposed 
system not only identifies threats but also provides contextual 
understanding and risk-based alerts, thereby enhancing the 
effectiveness of cyber threat intelligence.

Related Work
Cybersecurity has become a critical concern for organizations 

due to the increasing frequency and sophistication of cyber 
threats. Security Operations Centers (SOCs) rely heavily on 
timely and relevant cyber threat intelligence to monitor and 
protect IT infrastructures. However, manual analysis of large 
volumes of data from multiple sources is time-consuming and 
inefficient, often resulting in missed insights. To address this 
challenge, researchers have explored the use of Open Source 
Intelligence (OSINT), which includes publicly available data 
from blogs, forums, dark web platforms, and social media such 
as Twitter. These sources provide early indicators of emerging 
cyber threats in real time.

Several studies have utilized OSINT combined with 
Natural Language Processing (NLP) and Machine Learning 
(ML) techniques to identify cyber threats. For instance, early 
warning systems have been proposed that use text mining to 
detect unknown terms from online discussions and generate 
alerts based on their frequency. However, such approaches rely 
heavily on keyword filtering, which may produce false positives 
and fail to provide detailed threat characterization.

Other research has focused on classifying cyber threat-related 
tweets using deep learning models such as Convolutional 
Neural Networks (CNNs). These approaches typically involve 
multi-stage pipelines where tweets are first classified as relevant 
or irrelevant and then categorized into predefined threat 
types such as ransomware, botnets, or vulnerabilities. While 
effective in classification, these methods are limited by fixed 
threat categories and do not identify or name emerging threats. 
Additionally, some approaches depend on external APIs for 
classification, reducing system independence.

Novelty detection models have also been explored to 
distinguish cyber threat-related tweets from irrelevant content 
by comparing them with known vulnerability databases such 
as CVE. Although these models improve detection accuracy, 
they do not address threat identification or profiling, which are 
essential for understanding attacker behavior and intent.

Advanced approaches using deep learning architectures, 
including Named Entity Recognition (NER) with Bidirectional 
Long Short-Term Memory (BiLSTM) networks, have been 
proposed to extract relevant information from tweets. These 
methods achieve high accuracy in identifying relevant entities 
and detecting cyber-related content. Similarly, Multi-Task 
Learning (MTL) models combine classification and entity 
recognition tasks to improve performance and reduce system 
complexity. However, these systems are often limited to specific 

infrastructures or predefined contexts and fail to generalize for 
broader emerging threats.

Unsupervised learning techniques have also been used to 
detect and rank emerging cyber threat events based on tweet 
clustering and importance scoring. While these methods 
can identify novel events, they do not provide insights into 
the intentions or behavior of the threats. Other frameworks 
integrate data from Twitter and dark web sources to generate 
early warnings, but they lack effective filtering mechanisms and 
detailed threat profiling, leading to higher false positive rates.

In summary, existing approaches primarily focus on detecting 
or classifying cyber threats but lack the ability to identify, name, 
and profile emerging threats comprehensively. The proposed 
system addresses these limitations by combining NLP and 
ML techniques to not only detect threats but also profile them 
using the MITRE ATT&CK framework and evaluate their risk, 
providing more actionable cyber threat intelligence.

Proposed Methodology
The primary objective of this work is to design and implement 

an intelligent system capable of automatically identifying and 
profiling emerging cyber threats using Open-Source Intelligence 
(OSINT). With the rapid growth of cyberattacks and the 
increasing use of social media platforms by security experts, 
attackers, and organizations, valuable threat-related information 
is continuously being generated online. However, manually 
analysing this massive volume of data is time-consuming and 
inefficient. Therefore, an automated solution is necessary to 
detect, analyse, and alert cyber security professionals about new 
and evolving threats in real time.

To address this challenge, the proposed system leverages data 
from social media platforms, specifically Twitter, and applies 
Natural Language Processing (NLP) and Machine Learning 
(ML) techniques to extract meaningful insights. The system 
focuses on identifying unknown or unusual terms that may 
correspond to newly emerging cyber threats and classifies them 
based on their behaviour and tactics. The overall approach 
involves continuous monitoring and collection of tweets from 
trusted cyber security experts and organizations, followed by 
the application of NLP and ML techniques to identify potential 
threat names. These identified threats are then mapped to known 
attack tactics using the MITRE ATT&CK framework, and real-
time alerts are generated with appropriate threat characterization 
and risk assessment. The system is also capable of issuing alerts 
for both newly discovered and rapidly evolving threats.

Solution Architecture
The proposed system architecture consists of multiple 

interconnected components responsible for data collection, 
processing, feature extraction, classification, and alert 
generation. The first component focuses on data collection using 
Logstash, an open-source data processing engine. The Logstash 
Twitter plugin is used to connect to the Twitter Streaming API 
and continuously collect tweets from selected cybersecurity 
experts and organizations through the “follows” parameter. 
This process captures tweets, retweets, replies, and mentions, 
ensuring that the collected data is relevant and reliable.

Once the data is collected, it is stored in an Elasticsearch 
database, which enables efficient storage, retrieval, and analysis 
of large volumes of data. The database maintains tweet content 
along with metadata such as timestamps, user details, and 
engagement metrics. To support real-time processing, a sliding 
time-window approach is adopted, where tweets are analysed in 
smaller time intervals. This allows continuous monitoring and 
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helps track how threats evolve over time.
A key component of the system is the unknown word 

selection module, which identifies potential new cyber threat 
names through a series of filtering steps. Initially, normalization 
is applied to standardize variations in text. Irrelevant elements 
such as URLs, email addresses, and user mentions are removed, 
followed by tokenization to split text into individual words. 
Common dictionary words, stop words, and punctuation are 
eliminated to reduce noise. Named Entity Recognition (NER) 
is used to remove known entities such as organizations and 
locations, while dictionary-based filtering removes known 
cyber-related terms. The remaining words are treated as 
potential unknown threats.

To improve accuracy, the system performs cyber threat 
keyword co-occurrence analysis, where an unknown term 
is considered significant only if it appears in multiple tweets 
and co-occurs with known threat-related keywords. This helps 
eliminate random or irrelevant terms. Further processing 
involves tokenization and stemming using Porter’s algorithm 
to reduce words to their root forms, ensuring consistency in 
analysis.

For machine learning processing, TF-IDF is used to convert 
textual data into numerical form by assigning weights based on 
term frequency and uniqueness. This transformation is applied 
to both tweet data and MITRE ATT&CK data. A one-class 
classifier is then used to determine whether a tweet is related 
to cyber threats. This classifier is trained using only known 
malicious data and filters out irrelevant content. Additionally, 
normalization is applied to MITRE ATT&CK data to maintain 
consistency.

The system also includes a multi-class classifier that categorizes 
detected threats into one of the 14 MITRE ATT&CK tactics, 
such as Initial Access, Execution, Persistence, and Exfiltration. 
Various models were evaluated, including Logistic Regression, 
Naïve Bayes, Random Forest, and Support Vector Machine, 
with Linear SVM selected due to its superior performance.

Once threats are identified and classified, they are stored 
in a threat profiling database along with additional metadata 
such as mentions, retweets, likes, user influence, and external 
references. This information is used to assess the importance 
and spread of each threat. Finally, the system generates real-
time alerts that include the threat name, associated tactic, risk 

level, and supporting evidence. These alerts can be integrated 
with Security Information and Event Management (SIEM) 
systems for centralized monitoring.     

System Architecture
The proposed cyber threat identification and profiling 

system was implemented using Python-based frameworks 
integrating Natural Language Processing (NLP) and Machine 
Learning (ML) techniques. The system was evaluated using 
real-time Twitter data collected from cybersecurity experts 
and organizations over a continuous monitoring period. The 
objective of the evaluation was to measure the system’s ability 
to detect emerging cyber threats, classify them accurately, and 
generate meaningful alerts for proactive defence.

The experimental results demonstrate that the system is 
effective in identifying previously unknown or emerging cyber 
threats from unstructured social media data. By applying 
the unknown word selection and co-occurrence filtering 
mechanisms, the system successfully reduced noise and 
extracted relevant threat-related terms. The integration of TF-
IDF and classification models further improved the accuracy of 
detecting threat-related content.

The one-class classifier effectively filtered irrelevant tweets, 
significantly reducing false positives in the detection stage. The 
multi-class classifier, particularly the Linear Support Vector 
Machine (SVM), showed strong performance in mapping 
detected threats to the appropriate MITRE ATT&CK tactics. 
The profiling stage achieved an F1-score of approximately 
77% across 14 different tactics, indicating reliable classification 
performance.
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A key strength of the system lies in its ability to provide 

early warnings. During experimental deployment, the system 
was able to detect emerging threats before official disclosures, 
demonstrating its capability for real-time threat intelligence. 
The generated alerts included threat names, associated tactics, 
and risk levels, enabling cybersecurity analysts to take timely 
preventive actions.

However, the system also exhibits certain limitations. The 
performance is dependent on the quality and relevance of 
collected Twitter data. Informal language, abbreviations, and 
noise in tweets can affect accuracy. Additionally, the system 
reported a false alert rate of approximately 15%, indicating 
the need for further improvement in filtering mechanisms. 
Real-time processing may also introduce minor delays due to 
continuous data ingestion and analysis.

Overall, the results confirm that the proposed system is 
effective in detecting and profiling emerging cyber threats using 
OSINT data. The integration of NLP, ML, and the MITRE 

 ATT&CK framework provides a comprehensive approach 
for enhancing cyber threat intelligence. Future improvements 
can focus on advanced NLP techniques, such as Part-of-Speech 
analysis and contextual embeddings, to further reduce false 
positives and improve profiling accuracy. 
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Conclusion
The dynamic nature of cybersecurity, where new vulnerabilities 

and threats continuously emerge, makes it challenging for 
analysts to stay updated. Even with strong defences in place, 
novel attack methods can bypass existing controls, making 
timely threat intelligence essential for effective cybersecurity.

This work proposes an automated system for cyber threat 
identification and profiling using Natural Language Processing 
(NLP) on Twitter data. The system extracts relevant information 
from tweets to detect emerging threats in real time, assisting 
cybersecurity professionals in monitoring large volumes of data 
efficiently.

Unlike existing approaches, this study goes beyond threat 
detection by identifying the intent of threats. It maps tweet 
content to tactics defined in the MITRE ATT&CK knowledge 
base, leveraging this framework to train machine learning 
models for automated threat profiling.

To evaluate the approach, the system was deployed for 70 days 
in collaboration with a financial institution in Brazil. During 
this period, it generated real-time alerts and enabled preventive 
actions against multiple threats. Notably, the system identified 
the Pet it Potam vulnerability 17 days before an official patch 
was released, allowing early mitigation.

Experimental results show that the profiling stage achieved 
an F1-score of 77% across 14 tactics, with a false alert rate of 
15%. Future work focuses on improving tweet selection and 
reducing false positives, as well as enhancing profiling accuracy 
using advanced NLP techniques such as Part-of-Speech (POS) 
analysis with the spa Cy library.
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