
Page 1 of 4

                     Original Article

Citation: Tejaswi PR, Reddy AK, Eesha G, Nagalaxmi J. FinShield: Explainable Graph Neural Network 
Approach to Money Laundering Detection in Digital Social Transactionss. GJEIIR. 2026;6(2):0163.

Global Journal of Engineering Innovations & 
Interdisciplinary Research

GJEIIR. 2026; Vol 6 Issue 2

FinShield: Explainable Graph Neural Network 
Approach to Money Laundering Detection in Digital 
Social Transactions

P Ratna Tejaswi¹, K Aanuj Reddy², G Eesha2, J Nagalaxmi2

¹Assistant Professor, Department of CSE, Teegala Krishna Reddy Engineering College, Hyderabad, India
²Student, Department of CSE, Teegala Krishna Reddy Engineering College, Hyderabad, India

Correspondence
P.Ratna Tejaswi
Assistant Professor, Department of CSE, 
Teegala Krishna Reddy Engineering College, 
Hyderabad, India

 

•	 Received Date: 08 Jan 2026

•	 Accepted Date: 20 Jan 2026

•	 Publication Date: 09 Feb 2026

Keywords

Money Laundering Detection, Social 
Network Transactions, Graph Neural 
Networks, Financial Fraud Detection, 
Anomaly Detection, Risk Scoring, Anti-
Money Laundering (AML).

Copyright

© 2026 Authors. This is an open- access article 
distributed under the terms of the Creative 
Commons Attribution 4.0 International 
license.

Introduction
The emergence of digital financial 

ecosystems, including peer-to-peer payment 
systems, digital wallets, and social commerce 
platforms, has transformed the way financial 
transactions are conducted. However, these 
platforms also create new opportunities 
for money laundering, where illicit funds 
are disguised through multiple small and 
interconnected transactions. Criminal 
networks exploit the anonymity and high 
transaction volume of social platforms to 
obscure fund origins.

Traditional AML systems rely heavily 
on rule-based monitoring and threshold 
checks, such as transaction amount limits and 
frequency analysis. While effective for simple 

Abstract

The rapid growth of digital payment platforms and social network-based financial transactions has 
increased the risk of money laundering activities. Criminals exploit peer-to-peer transfers, digital 
wallets, and micro-transactions to disguise illicit funds. Traditional rule-based anti-money laundering 
(AML) systems struggle to detect complex transaction patterns within social networks. This paper 
proposes FinShield, an intelligent detection tool that leverages graph-based modeling and machine 
learning techniques to identify suspicious transaction behaviors in social financial ecosystems. The 
system constructs a user-transaction network and applies Graph Neural Networks (GNN) combined 
with anomaly detection algorithms to detect laundering patterns. Experimental evaluation demonstrates 
superior accuracy (95%) compared to traditional models, along with reduced false positive rates. 
FinShield provides a scalable and adaptive framework for real-time AML monitoring.

fraud patterns, these approaches fail to detect 
structured laundering schemes that involve 
layered transactions among interconnected 
users. The increasing complexity of financial 
crime necessitates intelligent detection tools 
capable of analyzing behavioral patterns within 
transaction networks.

FinShield addresses this challenge by 
modeling transactions as graph structures and 
applying advanced machine learning techniques, 
particularly Graph Neural Networks (GNN), 
to uncover hidden laundering structures. The 
system enhances detection accuracy while 
minimizing false alarms, making it suitable for 
real-time financial monitoring environments.
Literature Survey

Ref. 
No

Author / 
Year Methodology Main Contribution Limitations

[1] Ngai et al., 
2011

Data mining tech-
niques

Fraud detection framework Limited scalability

[2] Kou et al., 
2014

Survey of fraud detec-
tion

Classification of AML 
techniques

Lacks real-time implemen-
tation

[3] Weber et 
al., 2019

Graph learning on 
transactions

Graph-based fraud detec-
tion

High computation cost

[4] Kipf & 
Welling, 
2017

Graph Convolutional 
Networks

Introduced GCN model Requires structured graph 
input

[5] Randhawa 
et al., 2018

Machine learning in 
AML

Feature-based AML detec-
tion

Not network-aware



Page 2 of 4

P.Ratna Tejaswi, et al.  Global Journal of Engineering Innovations and Interdisciplinary Research. 2026;6(2):163

GJEIIR. 2026; Vol 6 Issue 2

Proposed Implementation 
TFinShield follows a graph-based intelligent detection 

pipeline. Social network transactions are first collected 
from digital payment platforms, including peer transfers, 
wallet deposits, and merchant payments. Each transaction 
is anonymized and cleaned during preprocessing to remove 
inconsistencies and protect user privacy.

The system constructs a User-Transaction Graph, where nodes 
represent users and edges represent financial transactions. Edge 
weights correspond to transaction amounts and frequencies. 
Network metrics such as degree centrality, clustering coefficient, 
PageRank, and transaction velocity are extracted to identify 
abnormal connectivity patterns as shown in figure 1.

A Graph Neural Network (GNN) model is then trained on the 
constructed graph. The GNN learns hidden structural patterns 
associated with money laundering, such as circular transactions, 
layering, and rapid fund redistribution. An anomaly detection 
module complements the GNN by identifying outlier behavior 
based on deviation from normal transaction patterns.

The output of the detection engine is a risk score assigned to 
each user and transaction. If the risk score exceeds a predefined 
threshold, the system triggers an alert for further investigation. 
The threshold can be dynamically adjusted to balance detection 
sensitivity and false positives.
Results

The FinShield model was evaluated on a simulated social 
transaction dataset containing 50,000 transactions and 5,000 
users, with 8% labeled laundering cases.

The bar chart demonstrates that the proposed GNN-based 
FinShield model significantly outperforms traditional machine 
learning approaches in detection accuracy.

The line graph illustrates that increasing the risk threshold 
reduces false positives, allowing institutions to optimize 
detection sensitivity.

Ref. 
No

Author / 
Year Methodology Main Contribution Limitations

[6] Alarab et 
al., 2020

Deep learning AML LSTM-based detection Limited interpretability

[7] Dou et al., 
2020

Graph neural networks Financial fraud modeling Sensitive to noisy edges

[8] Chen et al., 
2021

Hybrid anomaly detec-
tion

Improved fraud precision High false positives

[9] Zhao et al., 
2022

Temporal graph net-
works

Dynamic transaction detec-
tion

Complex training

[10] Ahmed et 
al., 2023

AI-driven AML 
systems

Real-time AML monitoring Data imbalance issues

Figure 1: FinShield: Money laundering detection flowchart

Model Accuracy 
(%) Precision Recall F1-

Score
Logistic Regression 84 0.81 0.78 0.79

Random Forest 89 0.87 0.85 0.86
GNN (FinShield) 95 0.93 0.92 0.92

Table 1: Model Performance Comparison

Threshold False Positive Rate Detection Rate
0.2 0.25 0.97
0.4 0.18 0.94
0.6 0.12 0.91
0.8 0.08 0.87
1.0 0.05 0.80

Table 2: System Risk Analysis
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Conclusion
This paper introduced FinShield, a graph-based intelligent 

detection tool for identifying money laundering activities 
within social network transactions. By leveraging Graph 
Neural Networks and anomaly detection techniques, FinShield 
effectively captures complex laundering patterns that traditional 
rule-based systems fail to detect. Experimental evaluation 
confirms improved detection accuracy (95%) and reduced false 
positive rates.

Future enhancements may include real-time streaming 
analysis, federated learning for privacy-preserving AML, and 
integration with blockchain-based financial platforms. FinShield 
provides a scalable and intelligent solution for modern financial 
crime detection.
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