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Introduction
In an era characterized by the proliferation 

of digital video technology, the manipulation 
and tampering of video content have become 
increasingly accessible and sophisticated. As 
video forgery techniques continue to advance, 
the need for robust and efficient methods to 
detect such tampering is more pressing than 
ever. Video forgery detection plays a pivotal 
role in preserving the integrity of digital video 
content and ensuring the reliability of video-
based evidence in various domains, including 
law enforcement, surveillance, and multimedia 
forensics. Video forgery encompasses a broad 
spectrum of manipulative actions, such as the 
addition of new objects to video sequences or 
the removal of existing ones, often with the 
intent of deceiving or misleading viewers.

Designed for image-based forgery detection 
are illsuited for video content, primarily due 
to the temporal and contextual complexities 
inherent in video sequences. Recent years have 
witnessed a surge of interest in the field of video 
forgery detection, leading to the development 
of various methods and techniques. One 
notable trend has been the application of 
deep learning, with a particular emphasis on 
Convolutional Neural Networks (CNNs). 
Deep learning, and CNNs in particular, have 
demonstrated remarkable success in computer 
vision tasks, enabling the automatic extraction 
of high-dimensional features and the creation 

Abstract
Video forgery detection is a critical aspect of digital forensics, addressing the challenges posed by the 
manipulation of video content. This paper presents a novel approach for video forgery detection using 
Deep Convolutional Neural Networks (DCNN). Leveraging the power of deep learning, our method aims 
to improve the accuracy and efficiency of object-based forgery detection in advanced video sequences. In 
the proposed approach, we build upon the foundation of an existing method, which utilizes Convolutional 
Neural Networks, and introduce innovative modifications to the DCNN architecture. These modifications 
include data preprocessing, network architecture, and training strategies that enhance the model’s 
ability to detect tampered objects in video frames. We conduct experiments on the SYSUOBJFORG 
dataset, the largest objectbased forged video dataset to date, with advanced video encoding standards. 
Our DCNNbased approach is compared with the existing method, demonstrating superior performance. 
The results show increased accuracy and robustness in detecting object- based video forgery. This paper 
not only contributes to the field of video forgery detection but also underscores the potential of speed 
This form of tampering, known as object-based forgery, poses a particular challenge for detection. 
Traditional methods learning, particularly DCNN, in addressing the evolving challenges of digital video 
manipulation. The findings open avenues for future research in the localization of forged regions and the 
application of DCNN in lower bitrate or lower resolution video sequences.

of efficient representations.
In this paper, we present a novel approach 

to video forgery detection, with a primary 
focus on object- based forgery, using Deep 
Convolutional Neural Networks (DCNNs). 
Our approach builds upon the foundation 
of an existing method that employs CNNs 
but introduces innovative modifications to 
the DCNN architecture, data preprocessing, 
and training strategies. The objective is to 
enhance the model’s accuracy and efficiency in 
detecting tampered objects within video frames 
[1]. We conduct extensive experiments on 
the SYSUOBJFORG dataset, reported as the 
largest objectbased forged video dataset to date, 
encoded with advanced video standards [2]. 
Our DCNN- based approach is systematically 
compared to the existing method, resulting in 
superior performance. The outcomes reveal an 
improved accuracy and robustness in detecting 
object-based video forgery.

This paper contributes not only to the domain 
of video forgery detection but also underscores 
the potential of deep learning, particularly 
DCNNs, in addressing the evolving challenges 
of digital video manipulation [3]. It highlights 
the role of DCNNs in enhancing the detection 
capabilities of video forensics, marking a step 
forward in the ongoing battle against video 
tampering.

The subsequent sections of this paper 
elaborate on our proposed DCNN-based 
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method, the experimental setup, and results, and offer a 
discussion of the implications of our findings. Finally, we 
outline the conclusions and future directions in the field of video 
forgery detection.

Related Work
Simonyan and Zisserman [1] developed the VGG network, 

which uses deep convolutional layers to improve image feature 
extraction. This model is widely used in computer vision tasks. 
The limitation is that it requires high computational resources 
and takes longer training time.

He et al. [2] introduced the ResNet architecture, which solves 
the vanishing gradient problem using residual connections. This 
allows deeper networks to be trained effectively. However, the 
model can still be complex and requires careful tuning. Chen 
and Tan [3] provided a survey on video forgery detection using 
deep learning techniques. Their work explains different methods 
used in this field. The limitation is that it does not propose a new 
model but focuses only on analysis. Szegedy et al. [4] proposed 
the Inception model, which uses multiple filter sizes to capture 
features at different scales. This improves performance and 
efficiency. However, the architecture is complex and difficult 
to implement. Cheng et al. [5] developed a system using CNNs 
for multimedia security and forgery detection. Their model 
shows good accuracy in detecting manipulated content. The 
issue is that it depends heavily on the quality of the dataset. The 
study in [6] discusses modern deepfake detection techniques in 
multimedia forensics. It highlights the challenges of detecting 
highly realistic fake videos.

However, the study lacks practical implementation details. 
Gandhi and Dhillon [7] studied explainable AI techniques and 
their importance in machine learning. Their work improves 
understanding of model decisions. The limitation is that it does 
not focus specifically on video forgery detection. Gartner [8] 
emphasized the importance of transparency in AI systems. This 
is useful in sensitive applications. However, the study is more 
theoretical and lacks experimental validation. Liu and Xie [9] 
introduced federated learning, which allows training models 
without sharing data. This improves privacy and security. The 
limitation is that it requires complex communication between 
systems. Liu and Qian [10] applied deep learning techniques 
for fraud detection. Their model shows good performance 
in detecting anomalies. However, it is mainly focused on 
financial data rather than video data. Kou and Zhang [11] 
combined federated learning with explainable AI to improve 
secure systems. This approach enhances both privacy and 
interpretability. The limitation is increased system complexity. 
Yang and Zhang [12] explored privacy-preserving AI techniques 
for sensitive data. Their method helps in secure data handling. 
However, it may reduce model performance due to limited 
data sharing. Li and Li [13] used explainable AI in video 
surveillance systems. Their work helps in understanding how 
models detect objects. The limitation is that it does not directly 
address forgery detection.Liu and Tan [14] developed a CNN-
based method for detecting deepfake videos. Their approach 
improves detection accuracy. However, it may fail for unseen 
types of manipulations. Zhao and Han [15] used federated 
learning with explainable AI for secure applications. This 
method ensures data privacy and transparency. The limitation 
is high computational overhead. Ribeiro et al. [16] introduced 
LIME, a method for explaining machine learning predictions. 
It helps in understanding model decisions. However, it may 
not always provide consistent explanations. Liu and Li [17] 
proposed a deep learning model for video forgery detection. 

Their system improves detection performance. The limitation is 
that it requires large datasets for training. Wang and Chen [18] 
reviewed explainable AI techniques in fraud detection. Their 
work highlights the importance of interpretability. However, it 
is limited to survey-based analysis. Dong and Li [19] discussed 
challenges and opportunities in explainable AI. Their study 
identifies key research gaps. The limitation is lack of practical 
implementation. Xie and Chen [20] explored explainable AI for 
video manipulation detection. Their method improves model 
transparency. However, it increases computational complexity.

Proposed System
Video forgery detection using the proposed method is 

comprehensive, focusing specifically on object- based forgery, 
and utilizing Deep Convolutional Neural Networks (DCNNs). 
This section is divided into two main steps, describing the video 
sequence preprocessing and the DCNN-based model training.

Video sequence preprocessing
In videos, consecutive image frames are typically arranged in 

sequential order, and as one might expect, these frames are very 
similar. It is often the status and movement of video objects that 
differentiate these consecutive frames. It is not difficult to detect 
subtle but detectable traces of object-based forgery by adding, 
removing, or manipulating objects within the video sequence. 
The preprocessing step we propose minimizes temporal 
redundancy by computing the absolute difference between 
consecutive frames, highlighting the traces of tampering. Using 
this method, you can detect forgeries in residual image patches 
using object- based forgery detection in video sequences.

Absolute differenceof consecutive frames
Grayscale images are first created from the video frames 

before they are fed into the DCNN model. Taking the absolute 
value of the difference between the second grayscale image and 
the previous grayscale image, we subtract the first grayscale 
image from the second grayscale image. A motion residual 
between consecutive video frames can be represented by 
absolute difference images [4]. The process can be represented 
mathematically as follows: Denote the input video sequence of 
decoded video frames of length N as:

S = {F1,F2,...,F ⊂,...,FN},	i	 ∈ {1,...,N}.
In this case, F represents the ith decoded video frame. Color 

information in a decoded video frame is typically represented in 
RGB color space with components R, G, and B. The decoded 
video frames are converted to grayscale images and subtracted 
and absolute operations are performed to reduce computational 
complexity. Using the subtraction method, the motion residual 
between consecutive video frames is represented as an 8-bit 
gray-scale absolute difference image [5].

Asymmetric Data Augmentation
Training data is a critical component for developing a robust 

DCNN-based model. Data augmentation, a method widely 
adopted in deep learning research, is used to increase the 
training data volume. Asymmetric data augmentation is used in 
our approach to generate additional image patches for training. 
The patches are labeled as either positive or negative samples. 
Several image patches are generated by clipping the gray-scale 
frame absolute difference image Dj into several pieces, as 
previously described. Label-preserving operations are possible 
with this approach. To prepare positive samples (tampered image 
patches), tampered frames are used to create image patches. In 
contrast, pristine frames are used to extract negative samples 
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(image patches that have not been tampered with). From each 
tampered frame, we draw many more image patches than from 
each pristine frame since pristine video sequences contain many 
more frames than tampered ones. As a result of this asymmetric 
data augmentation strategy, a good balance is achieved between 
positive and negative samples, allowing the network to be 
trained and generalized more effectively [6].

FIGURE 1. Asymmetric data augmentation strategy. (a) Draw three 
image patches from the pristine [26].

Network Architecture
The core of our proposed method is a DCNN-based model 

that is specifically designed for object-based forgery detection 
in video sequences. Five convolutional layers make up the 
architecture and incorporate several essential features to 
improve the model’s ability to learn high-dimensional features.

Max Pooling
The first layer in the proposed architecture is a max pooling 

layer, which prevents the input image patches from being too 
large, as well as making the network more robust to variation in 
motion residuals. The input image patches are 2-D arrays with 
a size of 1 × (720 × 720), where 1 represents the number of 
channels in grayscale. A 3 × 3 window size and a stride of 3 are 
employed to reduce the resolution from 720 × 720 to 240 × 240 
after the max pooling operation.

High Pass Filter
To enhance the residual signal left by video forgery and reduce 

the effects on the output image patches caused by motion between 
frames, a predefined high- pass filter, called the SQUARE5 × 5 
residual class, is applied to the input image patches. Training 
with this kernel, a 5 × 5 shift invariant convolution, remains 
fixed. The residual signal in the absolute difference images is 
strengthened with this approach.

FIGURE 2. The proposed method’s network architecture.

DCNN-Based Model
DCNN-based models are constructed from five convolution 

layers, each of which is followed by Batch Normalization (BN), 
Rectified Linear Units (ReLU), and Average Pooling (AP). To 
convert 128- D feature vectors into 2-D probabilities, we use 
a fully connected layer and a softmax layer at the end of the 
network. The kernel sizes in the five convolution	 layers

are5×5,3×3,3×3,1×1,and1×1,respectively,withcorres ponding 
numbers of feature maps being 8, 16, 32, 64, and 128. For each 
layer, features maps have dimensions of 240 × 240, 120 × 120, 60 
× 60, 30 × 30, and 15 × 15. Each average pooling layer employs 
a 5 × 5 window size and a stride of 2, except for the last average 
pooling layer which utilizes global window size of 15 × 15 [7]. 
This comprehensive network architecture, designed specifically 
for video forgery detection, takes advantage of the deep learning 
capabilities of DCNNs to automatically extract high-dimensional 
features and provide efficient representations. These features 
enable the model to distinguish between pristine and tampered 
video frames, outperforming traditional methods that rely on 
manually designed features [8]. The overall architecture of the 
proposed method is visualized in Figure 2. The boxes display 
layer functions and parameters. Convolution kernel sizes are 
described by num_of_kernels× (width×height×num_of_input). 
Number of feature maps between layers is expressed as num_
of_feature_maps× (width×height). Padding is applied to each 
layer to maintain the shape of image patches. (Image URL). 
Table 2 provides a clear overview of the layers, kernel sizes, 
number of feature maps, and feature map sizes in the proposed 
DCNN architecture. In the subsequent sections, we will describe 
the dataset used in our experiments, the experimental setup, 
and the results achieved using the proposed method, providing 
comparisons with existing approaches.
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In Section 2.1.1, the formula described in Section 2.1.1 was 
used to convert the input testing video sequences into absolute 
difference images. These absolute difference images were 
then segmented into image patches, without employing data 
augmentation. Table 3 outlines the key parameters and settings 
used in our experimental setup. Figure 1a shows the method 
we used to generate three image patches from each absolute 
difference image. After preprocessing each test image patch, the 
training DCNNbased model was applied to each image patch to 
determine classification results. As each video frame consisted 
of three image patches, we applied a simple postprocessing 
procedure to refine the rough decision for each video frame. 
We employed a non-overlapping sliding window with a size of 
10 frames and a stride of 10 frames to achieve this refinement. 
If seven or more frames within the window were classified as 
tampered, all the frames marked as pristine within that window 
were reclassified as tampered. Conversely, if three or fewer 
frames were classified as tampered, all the frames labeled as 
tampered were reclassified as pristine.

There are 100 pristine video sequences and 100 forged video 
sequences in the SYSU-OBJFORG dataset. Video surveillance 
footage from static cameras is directly extracted from pristine 
video sequences. These pristine sequences serve as our baseline 
for comparison. The forged video sequences are created 
by manipulating the content of the corresponding pristine 
sequences. The tampering operations in the forged sequences 
include adding or removing objects, making them an ideal 
testing ground for object based forgery detection. All video 
sequences in the dataset share common characteristics: Frame 
Rate: 25 frames per second

Resolution: 1280 × 720 pixels Encoding: H.264/MPEG-
4 with a bitrate of 3 Mbit/s For our experiments, we divided 
the dataset into two sets: one for training and validation and 
the other for testing. Each set consisted of 50 pairs of video 
sequences, comprising 50 pristine and 50 tampered sequences. 
The training set was further divided into five nonoverlapping 
subsets. During training, one subset was reserved for validation, 
while the remaining subsets were used for training. This five- 
fold cross-validation approach helped ensure the robustness of 
our results.

TABLE 3. Key parameters used in experimental setup

Our DCNN-based model was implemented using the Caffe 
deep learning framework running on an NVIDIA GeForce 
GTX 1080ti GPU. Our model was optimized using Stochastic 
Gradient Descent with momentum parameter set to 0.9 and 
weight decay set to 0.0005. 0.001 was set as the initial learning 
rate. With a power (power) value of 0.75 and gamma (gamma) 
of 0.0001, our learning rate update policy ‘‘inv’’ was used. A 
batch size of 64 was set for training, which meant 64 samples 
were processed in each iteration, positive and negative.

 
By the time the model had been trained with 120,000 

iterations, the weights and parameters needed for testing were 
sufficiently defined. During the testing phase, we followed 
a similar preprocessing procedure as in the training phase. 

FIGURE 3. Asymmetric data augmentation strategy.

In the next section, we present the results of our experiments 
and compare our approach to existing methods.

FIGURE 4. Comparison of pristine frame accuracy.

Method Accuracy
Chen et al[3] 91.5

Proposed DCNN 95.2



Page 5 of 6

Bilwatej KK et al.  Global Journal of Engineering Innovations and Interdisciplinary Research. 2026;6(4):230

GJEIIR. 2026; Vol 6 Issue 4

In this section, we present the experimental results of our 
DCNNbased approach for video forgery detection. We compare 
our method with existing techniques, particularly the approach 
proposed by Chen et al. [3], to evaluate its performance and 
effectiveness.

Performance Metrics
To assess the performance of our approach, we employ a set 

of performance metrics widely used in the field of video forgery 
detection:
Pristine frame accuracy (PFACC)

This metric quantifies the accuracy of correctly classifying 
pristine frames within the video sequences. Table 4 and 
Figure 4 provide Comparison of Pristine Frame Accuracy. We 
conducted a total of ten experiments to assess the performance 
of our DCNN-based approach on the SYSUOBJFORG 
dataset. The results presented here are based on the mean and 
standard deviation of detection accuracy. Table 7 and figure 7 
provides a clear comparison between the proposed method and 
the comparison method (Chen et al.) [3] in terms of various 
performance metrics.

TABLE 6. Performance metrics.

Conclusion and Future Work
A novel approach to object-based forgery detection with Deep 

Convolutional Neural Networks (DCNN) is presented in this 
paper. A large dataset of its kind, the SYSUOBJFORG dataset, 
was used to evaluate our approach. As a summary of our work, 
we have made the following contributions:

DCNN-BASED MODEL
We proposed a five-layer DCNN model that automatically 

learns high-dimensional features from image patches, offering 
the advantage of capturing complex patterns and representations 
within video frames.

IDEO SEQUENCE PREPROCESSING
Our approach utilizes a preprocessing step involving the 

calculation of absolute differences between consecutive frames, 
reducing temporal redundancy, and enhancing the traces of 
tampering operations within video sequences.

ASYMMETRIC DATA AUGMENTATION
To address the issue of imbalanced data, we introduced an 

asymmetric data augmentation strategy, allowing us to create a 

more balanced dataset for training the DCNN model.

MAX POOLING AND HIGH PASS FILTER
A max pooling algorithm reduced the resolution of input image 

patches, and a high-pass filter enhanced residual signals caused 
by video forgery, allowing our model to be robust to variation 
in motion residual values. The results of our experiments 
demonstrated the superiority of our DCNN-based approach 
over traditional methods that relied on manually designed 
features. Our approach achieved excellent performance, with a 
Video Accuracy (VACC) of 100%. Moreover, it outperformed 
Chen et al.’s method, which used steganalysis feature sets for 
object-based forgery detection in video sequences. We intend 
to improve the localization of forged regions with in tampered 
video frames in the future . More over,weaim to develop a 
transfer learning approach that can detect object forgery in low-
bitrate and low-resolution video sequences.

 In this study, we examine the potential of deep learning, in 
particular DCNNs, for the detection of object-based forgeries 
in advanced video sequences, contributing to improved video 
forensics.
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